
 
 

LUTHER KING HOUSE 
POLICY AND PROCEDURES: IT 

 

OPEN ACCESS COMPUTERS IN THE LIBRARY 
 
General Use of Equipment 
 

1. The following groups are authorised to use the computing facility at LKH Library: 

• Students enrolled on a current programme of study which grants them 
membership of LKH Library. 

• External Library members who have a current membership. 

• LKH staff (by arrangement). 
 

2. All computer users are responsible for ensuring that they are sufficiently familiar with 
the operation of any equipment that they use to the extent that their usage is safe, 
and avoids damage to the equipment or interference with other users. 

 
3. Computer users are responsible for the security of their username and password. 

This information should never be divulged to anyone else. 
 

4. Users must comply with all the relevant external guidelines, laws, policies and 
procedures which affect the use of the open access computers, including the 
Computer Misuse Act (1990), Data Protection Act (1998), Copyright, Designs and 
Patents Act (1988), Copyright (Computer Programs) Regulations (1992), Counter-
Terrorism and Security Act (2015). 

 
5. Subject to UK legislation,1 LKH reserves the right to monitor, scan or otherwise probe 

the open access computer facility, system and network in order to detect potential 
problems, investigate security issues and maintain an efficient service. 

 
Misuse of Computer Facilities 
 

1. Computers are provided for academic use only, and any other actions and activities 
are prohibited. 
 

2. Users must not search for, access, create, modify, store, download, host, transmit or 
display images or other material which may be considered obscene, offensive, 
pornographic, otherwise inappropriate or against UK Law.   
 

3. Users must not engage in any activity likely to draw people into terrorism or extremist 
ideologies2 (Section 26, Counter-Terrorism and Security Act, 2015). 

 
1 Regulation of Investigatory Powers Act (RIP), 2000; Telecommunications (Lawful Business Practice) 
(Interception of Communications) Regulations, 2000 
2 The UK government defines extremism as “vocal or active opposition to fundamental British values, including 
democracy, the rule of law, individual liberty and mutual respect and tolerance of different faiths and beliefs.  
We also include in our definition of extremism calls for the death of members of our armed forces” 



 
4. Users must not create or transmit defamatory material. 

 
5. Users must not use, or attempt to gain access to, computing resources that they are 

not authorised to use. 
 

6. Users must not install any software on any computer without the permission of 
Library staff. 
 

7. Users must not modify any programs or system files on the computers. 
 

8. Users must not engage in deliberate activities with any of the following 
characteristics: 

• Corrupting or destroying other users’ data. 

• Violating the privacy of other users. 

• Disrupting the work of other users. 

• Using the network in a way that denies service to other users (for example, 
deliberate or reckless overloading of access links). 
 

9. Equipment not owned, leased, hired or otherwise provided by LKHET should not be 
connected to the network or any other IT facility without the prior agreement of 
Library staff, unless the connection is to a network point designed and offered for the 
connection of portable or privately owned equipment (e.g. data stick). 
 

10. Library staff reserve the right to monitor general computer and network usage, 
including use of the Internet. 

 
Use of Email and Internet 
 

1. Users are encouraged to make use of email and internet where this assists their 
academic work.  However, it is essential that such use is appropriate and carried out 
with due care and attention. Unauthorised or inappropriate use of the email system or 
the internet may result in disciplinary action. 

 
2. All users of email should ensure high standards of communication. Messages sent 

without proper consideration can cause upset, concern or misunderstanding and this 
must be avoided. 
 

3. Email messages and copies should only be sent to those for whom they are 
particularly relevant. 

 
4. Email should not be used as a substitute for face-to-face communication or 

telephone contact.  
  

5. In sending messages by email or through the internet, users must ensure that all 
necessary steps are taken to protect confidentiality. It should be noted that LKH is 
liable for infringing copyright or for any defamatory information that is circulated either 
within LKH or to external users of the system.  

 
6. The use of email or internet for inappropriate purposes is prohibited. This includes: 

• Sending abusive, bullying or threatening messages. 

• The use of social media for personal purposes. 

• Engagement in gambling, political activities or advertising for personal 
reasons. 

• The accessing or transmission of offensive material. 



• The transmission of copyright information or any software available to the 
user. 

• Posting confidential information. 
 

7. Any use of the email and internet must be consistent with the protection of the 
professional reputation of LKH.  
 

8. Any breach of this policy will be subject to disciplinary proceedings. 
 

COMPUTERS PROVIDED FOR STAFF USE 
 
General Use of Equipment 
 

1. The trust has a responsibility to ensure that its computer equipment and associated 
software is maintained, protected and used appropriately. Only authorised staff 
should have access to LKH computer equipment. 
 

2. All computer users are responsible for ensuring that they are sufficiently familiar with 
the operation of any equipment that they use to the extent that their usage is safe, 
and avoids damage to the equipment. 
 

3. Computer users are responsible for the security of their username and password. 
This information should never be divulged to anyone else. 
 

4. Users must comply with all the relevant external guidelines, laws, policies and 
procedures which affect the use of the computers, including the Computer Misuse 
Act (1990), Data Protection Act (1998), Copyright, Designs and Patents Act (1988), 
Copyright (Computer Programs) Regulations (1992), Counter-Terrorism and Security 
Act (2015). 
 

5. Subject to UK legislation, LKH reserves the right to monitor, scan or otherwise probe 
the computer facility, system and network in order to detect potential problems, 
investigate security issues and maintain an efficient service. 
 

Misuse of Computer Facilities 
 

1. Computers are provided to enable staff to fulfil their employment duties at LKH. 
 

2. Users must not search for, access, create, modify, store, download, host, transmit or 
display images or other material which may be considered obscene, offensive, 
pornographic, otherwise inappropriate or against UK Law.   

 
3. Users must not engage in any activity likely to draw people into terrorism or extremist 

ideologies (Section 26, Counter-Terrorism and Security Act, 2015). 
 

4. Users must not create or transmit defamatory material. 
 

5. Users must not use, or attempt to gain access to, computing resources that they are 
not authorised to use. 

 
6. Only authorised software may be used on any of the computer equipment. 

• The introduction of any new software must always be checked and authorised 
by the Management Committee to avoid contamination. 

• Only software that is used for business applications may be used. 

• No software may be brought onto or taken from the trust’s premises without 
prior authorisation. 



• Unauthorised copying and/or removal of computer equipment/software will 
result in disciplinary action, such actions could lead to dismissal. 

 
7. Users must not modify any programs or system files on the computers. 

 
8. Users must not engage in deliberate activities with any of the following 

characteristics: 

• Corrupting or destroying other users’ data. 

• Violating the privacy of other users of the network. 

• Disrupting the work of other users of the network. 

• Using the network in a way that denies service to other users to the network 
(for example, deliberate or reckless overloading of access links). 

 
9. Equipment not owned, leased, hired or otherwise provided by LKHET should not be 

connected to the network without the prior agreement of the Management 
Committee, unless the connection is to a network point designed and offered for the 
connection of portable or privately owned equipment (e.g. data stick). 

 
10. LKH reserves the right to monitor general computer and network usage, including 

use of the Internet. 
 
Use of Email and Internet 
 

1. Staff are encouraged to make use of email and internet as part of their official and 
professional activities.  However, it is essential that such use is appropriate and 
carried out with due care and attention. Unauthorised or inappropriate use of the 
email system or the internet may result in disciplinary action which could include 
summary dismissal. 

 
2. All users of email should ensure high standards of communication. Messages sent 

without proper consideration can cause upset, concern or misunderstanding and this 
must be avoided. 
 

3. Email messages and copies should only be sent to those for whom they are 
particularly relevant. 

 
4. Email should not be used as a substitute for face-to-face communication or 

telephone contact.  
  

5. In sending messages by email or through the internet, users must ensure that all 
necessary steps are taken to protect confidentiality. It should be noted that LKH is 
liable for infringing copyright or for any defamatory information that is circulated either 
within LKH or to external users of the system. It should also be noted that offers or 
contracts transmitted by email are as legally binding on the trust as those sent on 
paper.  

 
6. The use of email or internet for inappropriate purposes is prohibited. This includes: 

• Sending abusive, bullying or threatening messages. 

• The use of social media for personal purposes. 

• Engagement in gambling, political activities or advertising for personal 
reasons. 

• The accessing or transmission of offensive material. 

• The transmission of copyright information or any software available to the 
user. 

• Posting confidential information related to LKH. 



 
7. Any use of the email and internet must be consistent with the professional activities 

required of the employee and with the professional reputation of LKH. It is particularly 
important that any published material about the trust is accurate. The President 
together with the Operations Committee are responsible for all material published in 
the name of LKH. 

 
8. Any breach of this policy will be treated as misconduct and be subject to disciplinary 

proceedings, which after investigation may result in dismissal. 
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